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15 Cr. 867 (RMB) 

DATE, TIME, and DURATION: February 21, 2013 
12:02:08 PM 
155 sec. 

CALL ID NUMBER:  TIB.F.01.TK.1939480840 

TARGET PHONE NUMBER: 905322026666

OTHER PHONE NUMBER: 905323178829

PARTICIPANTS: Reza Zarrab (“ZARRAB”)
Abdullah Happani (“HAPPANI”) 

ABBREVIATIONS: Overlapping (“OV”)
Unintelligible (“UI”)
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EXHIBIT 
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February 21, 2013 
12:02:08 PM 

2

Participant English Translation Original Language
HAPPANI Hello. Alo.
ZARRAB I talked to Hakan.  They are going to 

transfer soon.
’la birazdan 

geçiyorlar.
HAPPANI Okay. Tamam.
ZARRAB Also, call that Mr. - Mr. Zihni and tell 

him that Mr. Riza had talked to Mr. 
Hakan, and that there was a problem 
but it has been resolved.  Have them 
follow up on that in ten minutes.  

Bu beyi de ara Zihni Bey’i, de

s nler 10 
dakika sonra. 

HAPPANI Okay, alright.  I will look into it right 
away.

.

ZARRAB Umm, for the exports, write “transit to 
Iran through Dubai” on the 
declarations again.  It may become 
necessary for you to go back to 
passengers again.  

ran 
, mecbur 

belki yolcuya dönecen yine. 

HAPPANI Uh, that would be bad. Ha o kötü olacak.
ZARRAB Brother, there is no other way.  That is 

what the regulations indicate.  Do that 
for ten days -- for a week.  

Abi y , mevzuat onu 
gösteriyor, on gün öyle yap bir hafta. 

HAPPANI Okay, I will do cargo for one week and 
then I will look into it.  .

ZARRAB They should, umm, review the 
regulations.  This is what the 
regulations say at the present time, 
okay?  Umm, we either need to wait 
for ten days and get the money after 
ten days -- so we said -- I said, we can 
do direct and so on.  You review them 
carefully, and let’s see what happens.  

, mevzuat 
, , ya on 

, biz dedik ben dedim 
biz ... y iz iyice inceliyin 

. 

HAPPANI Okay, are we starting on that today 
then? yani?

ZARRAB Yes, do that.  Ha öyle yap.
HAPPANI Okay, then.  Umm, also, Duru Doviz 

received this thing from the Customs 
and Trade Directorate.  Did Emir -- did 
Emin say anything?  I didn’t talk to 
him actually.  They faxed it to me.   

Tamam o zaman, bi

Döviz’ ,
m gerçi de bana 

.
ZARRAB Did Emin say it?  No.  What was 

received?
Emin mi söyledi, yo, ?

HAPPANI Well, I don’t know.  “Duru Doviz; as it 
has become necessary within the scope 
of a review and investigation that are 
being conducted by our Chief 
Inspector’s Office, we kindly request 

Ne bilim, Duru Döviz 

yöneticilerinin 21.02.2012 günü saat 
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February 21, 2013 
12:02:08 PM 

3

that your company’s managers be 
present at the address shown below at 
ten thirty on February twenty-first, two 
thousand thirteen,” meaning today at 
ten thirty, --

10:30 da yani bugün 10:30 da
a
ederiz. 

ZARRAB Okay. Tamam.
HAPPANI -- “Mehmet Eryilmaz, Customs and 

Trade, Chief Inspector.”
Mehmet E

.
ZARRAB Okay.  It is probably about gold.  Tamam, .
HAPPANI Most likely so, but, I mean, the date is 

today.  I wonder what Emin had done 
about this.  I just received the fax.  

Büyük ihtimallede yani tarih bugün ki 

yeni geldi bu faks da.
ZARRAB Umm -- They should take, umm, Halil 

-- the attorney Halil -- and go.  You 
call them.  

’le Avukat Halil’i
ara. 

HAPPANI Okay.  Let me just talk to Emin first.  
They just faxed me.  It’s already past 
the listed time.

Tamam dur ben Emin’le de 
.

ZARRAB Was it today?  Was it in the morning? Bugün müydü, sabah ?
HAPPANI That is what it appears to be.  Yes.  At

10:30 this morning.
Öyle görünüyor bugün evet sabah 
10:30.

ZARRAB He can call and say he was unable to 
go because he was sick.  

Ara der .

HAPPANI Okay.  Let me just talk to Emin. ’le.
ZARRAB Okay.  Talk to him.  It is presumable 

that Emin is aware of it, since he faxed 
it, right?

. 

HAPPANI Okay.  I will look into it.  Alright. yi tamam.
ZARRAB Anything else?  ?
HAPPANI All is well.  .
ZARRAB Any news about that matter from 

yesterday, the one we had asked 
about?

HAPPANI No, there is nothing about that yet.  .
ZARRAB Oh, okay, alright. Tamam oldu o zaman.
HAPPANI Okay. Tamam.
ZARRAB Alright. Oldu.
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15 Cr. 867 (RMB) 

DATE, TIME, and DURATION: September 16, 2013 
4:09:04 PM 
196 sec. 

CALL ID NUMBER:  TIB.F.01.TK.2321390169 

TARGET PHONE NUMBER: 905322026666

OTHER PHONE NUMBER: 902165038010

PARTICIPANTS: Reza Zarrab (“ZARRAB”)
Unidentified Female (“UF”)
Unidentified Male (“UM”)
Suleyman Aslan (“ASLAN”)

ABBREVIATIONS: Overlapping (“OV”)
Unintelligible (“UI”)
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September 16, 2013 
      4:09:04 PM 

2

Participant English Translation Original Language
UM [Away from the phone:] [UI] …
ZARRAB [Away from the phone:] The Interior.

In a month.
UF [OV] Mr. Riza, good day, Sir. , iyi günler efendim.
ZARRAB Good day, hello. i günler merhabalar.
UF Hello, Mr. Suleyman Aslan would like 

to speak with you, if you are available. 
Merhabalar, müsaitseniz Süleyman

--
ZARRAB [OV] Of course, I am available. Müsaitim tabi ki.
UF I’m transferring the call now.  Have a 

good day.
, .

[Music in the background] [Müzik]
ASLAN Hello. Alo.
ZARRAB My dear General Director, how are 

you? 
, ?

ASLAN I’m fine, Mr. Riza.  Welcome, have 
you arrived? 

, , geldiniz 
mi?

ZARRAB [OV] Thank you, I’ve arrived, I’ve 
arrived.  Well, I’m here, in Istanbul. 

, geldim geldim valla 
stanbul’ .

ASLAN [OV] Did you celebrate your birthday? ?
ZARRAB [OV] Thank you, but I didn’t celebrate 

it this year --
, --

ASLAN [OV] [UI] --Sorry, we didn’t know-- --
ZARRAB [OV] I didn’t celebrate it this year-- --
ASLAN [OV] -- we didn’t know, sorry-- Biz bilmiyorduk, --
ZARRAB [OV] I didn’t celebrate it this year 

anyway.  After that incident, we 
skipped this year’s.

.  O 
. 

ASLAN Hmm, okay, then.  Let us just say, may 
your new age bring goodness and luck 
--

diyelim 
de…

ZARRAB [OV] Amen, amen.  God willing.  
Amen.  God willing.

.

ASLAN [OV] -- so that [chuckles] we would 
have it taken care of informally.

Bi informal bi .

ZARRAB How are things?  How are you? ?
ASLAN Well, so we had that meeting after 

talking with you last week. 
,--

ZARRAB Uh-huh. .
ASLAN That’s their request, umm, last year 

they exported eleven billion dollars in 
gold.

Talepleri o; yani geçen sene 11 Milyar 
,--

ZARRAB They are asking for the same to be 
done again, aren’t they?

, ?

SA-5Case 18-1589, Document 73, 12/06/2018, 2450125, Page8 of 102



September 16, 2013 
      4:09:04 PM 

3

ASLAN Umm, I mean, they’re saying “do 
something, whatever the method is”--

Yani bi ,
olur--

ZARRAB [OV] [Chuckles] Hahahah.
ASLAN [OV] -- “but help us out, take care of 

this job,” you know. diyorlar yani,--
ZARRAB [OV] Did you say “Relax, don’t worry

at all”?
Siz dediniz mi; rahat edin hiç 

?
ASLAN [OV] I said, “Iran -- it would not be 

through Iran, but, we, umm, we will 
find a way, don’t you worry.”  He/she
said “If you can find a way, do it.”

olmaz ama dedim merak etmeyin 
bir yol buluruz dedim; o da buluyorsan 
yap dedi.

ZARRAB Okay. Tamam,
ASLAN I mean, if you can find [UI] -- Yani buluyorsan.
ZARRAB [OV] We have a method, we will do it.

We need to sit down and talk about 
that in person.  When would you like 
to do that?

Bir yöntemimiz var, , onu
oturup bi yüz yüze ,
ne zaman arzu edersiniz? 

ASLAN [OV] Are you available tomorrow 
morning?

?

ZARRAB [OV] Of course, I am available. Uygunum tabi.
ASLAN [OV] Tomorrow is very, umm -- .
ZARRAB [OV] Shall we say eleven o’clock

tomorrow morning?
?

ASLAN [OV] That would work.  I will look for 
you at eleven o’clock tomorrow.

de bekliyorum ben size.

ZARRAB I will be visiting you at eleven o’clock
tomorrow.

de sizde ziyaretteyim.

ASLAN God willing, let’s talk about that 
matter in - in detail.  Let’s see what 
can be done.

,
. 

ZARRAB [OV] Of course. Tabi ki.
ASLAN Also, of course there are these, umm, I 

mean -- Mr. Riza, the amounts have 
started to go up.  You know those
international transit companies --

Bi ,
çok 

--

ZARRAB [OV] Uh-huh. .
ASLAN Their numbers have gone up, I mean. yani--
ZARRAB [OV] Others’?  Cargill’s and so on? ; Cargil’lerin felan?
ASLAN [OV] Those, umm -- Cargill’s and 

Bunge’s and so on.
Bunge’lerin--

ZARRAB [OV] Reduce those. .
ASLAN They have their things -- as for the 

method, umm -- I mean, to reduce --
we can certainly reduce, and we will.  
But, how do we do that, as a method or 
through pricing?  When it is done that 

O , o yöntemi de,
;

,
, adamlar 
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way, these guys shift things 
completely to, well--

olunca da--

ZARRAB [OV] Make the reduction. .
ASLAN [OV] --shift things to Duba-Dubai, and 

then they don’t get out of there at all --
at all.

Dubai’ , hiç hiç 
o zaman onlar ordan yani.

ZARRAB [OV] Let’s get together and talk in 
person.  Let’s come up with a formula.

, bi
.

ASLAN [OV] Let’s talk about these in detail, 
okay?

.

ZARRAB [OV] Of course, let’s reduce that,
because that has no benefit.  It’s 
hurting us too, it’s undermining us.

Tabi,
, bize de zarar veriyo

.
ASLAN Let’s just talk tomorrow. .
ZARRAB Okay, okay, okay. Tamam tamam tamam.
ASLAN Okay? Tamam.
ZARRAB See you tomorrow. .
ASLAN [OV] One - one - one more thing… Bi de bi --
ZARRAB [OV] Go ahead. Buyrun.
ASLAN [OV] Just to make our meeting more 

efficient tomorrow, umm -- those that 
have conducted this trade in the past, 
those that have traded gold --

olma ,  bu 

olanlar--
ZARRAB [OV] Uh-huh. .
ASLAN [OV] -- they are being harassed by the 

Iranians.  I mean, they are saying 
“Here’s this method, do it this way.”  I 
mean, they are turning in transactions 
and documents, in the same way.  Just 
so you know.  Let’s talk about that 
tomorrow as well.

, yani 
diyolar ki 

,
teslim ediyorlar, bilginiz 

olsun, .

ZARRAB [OV] Let’s talk in person, okay. .
ASLAN I mean, he/she says “This is the 

method to lower -- to reduce the 
commission.”  They say “These are the 
documents, you should do this job 
exactly the same way.” 

Yok
için azaltabilmek
diyor, , siz
de aynen bu 
..--

ZARRAB [OV] I will explain that to you in 
person.

.

ASLAN Okay, alright, okay. Tamam peki tamam--
ZARRAB Alright. Peki.
ASLAN Okay then, I’ll look for you tomorrow.  

Have a good day. hadi kolay gelsin.
ZARRAB Thank you. .
ASLAN Thank you. .
UM [Away from phone:] Excluding the KDV hariç.
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sales tax.
ZARRAB [Away from phone:] That was a 

miscalculation --
Yanl

SA-8Case 18-1589, Document 73, 12/06/2018, 2450125, Page11 of 102



SA-9

GOVERNMENT 
EXHIBIT 
721-T 

15 Cr. 867 (RMB-) 

Case 18-1589, Document 73, 12/06/2018, 2450125, Page12 of 102



SA-10

GOVERNMENT 
EXHIBIT 

727-T 
15 Cr. 867 (RM B) 

Case 18-1589, Document 73, 12/06/2018, 2450125, Page13 of 102



SA-11

\ \/'!\L l<' 

I! C"v 

l 

tN•~ 
.f3-J {} /\. i., 

} c.. Ir l 

~G, ll)A 

7 
j 

/fl 

+ l .... 

GOVERNMENT 
EXHIBIT 

745 
15 Cr. 867 (RM BJ 

Case 18-1589, Document 73, 12/06/2018, 2450125, Page14 of 102



SA-12

D □ 

DD 

□ 

GOVERNMENT 
EXHIBIT 
745-T 

15 Cr. 867 (RMB) 

Case 18-1589, Document 73, 12/06/2018, 2450125, Page15 of 102



SA-13

LAN 

Torihf 

K<>ou 

De Und S<'!cret I) Cohen 

GOVERNMENT 
EXHIBIT 
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I hrwe rece ved your letter relayed to me by o mail the context or which I behcv n d some ciar ! 
1 \~ ha\i" d scussed th s topic ond pro\1ded ~ourself w11h dcto ed 1nforma1ton ot our me I nq in Ankura in 

September 4 2012 and our telephone conversnt1on on November 7 , 2012 Moreover we have 
8 0 pro111ded wntten and verbal explanations to the officials in the U S Embassy ,n Ankara 

As explained on these vanous occasions Turktye Halk Bankasi A $ has not acoommodated any sa e of 
gold to the Government of Iran (GOI) and there 1s not a mechanism structured to serve purchase of gold by 
GOI The trade of gold between Turkey and Iran ,s earned on between privately o'lmed compan es deaf.ng 
1n Jewelry bus ness Halkbank does not provide physical gold either to the Turkish or the Iranian 
companies As m all export and import transactions. Halkbank only intermediates the payment covering 
the trade This 1s no different than the trade finance services provided to U.S companies exporting to 
Iran We understand that the current regulation 1.e Executive Order 13622 authonzes the Secretary of 
Treasury to impose sanctions on a person who has materially assisted. sponsored or provided 
financial, matenal or technologtcal support for the purchase or acquis1t1on of prec,ous metafs by the GOI 
and therefore we think there 1s no reference to trade of precious metals between privately owned 
companres. As stated above the gold trade between Turkey and Iran 1s among the privately owned 
companies 

Meanwhile we have also consulted with the U.S. Embassy in Ankara whether there 1s anything am,ss 1n our 
understanding about the subject. We hereunder copy the related content of our e-mail dated November 
26it-, 2012 to Ms. Defne Sad1klar for your reference 

"Ha!kbank allows the trade only if it complies with international rules and reg~lat1ons in a transpa~e: h 
manner Halkbank never provides gold or precious metal to any parties our involvement is limite men\s 
standard banking services to foreign trade payment to companies Halkban~ netr ::~~~~~ieay 
through precious metals or alternative materials. All payments are done by oca or 
international currencies. 

h fi nc1al mst1tut1ons will be sub1ect to sanctions ,r The Executive Order 13622 dated 30 July 2012 says t at. ,na lo ical support for the purchase or 
they assisted, sponsored or provided financial maten~~ o~~~~~~~e~t of Iran From this explanation we 
acqws1hon of U.S. bank notes or prec!ous metals by t as Ion as the counterparty is not 
understand that precious metal trade is considered leg1t1mate nerstp structure to find out 111hether they 
Government of Iran. Therefore we have checked compan::,.,~;enl inst1tullons so far 
are government 1nslitulions and we have not seen any go 

with Iran is sub1ect to sanct1011 regardless of II our understanding is not correct or precious metal trade 
countorpar1y, plooso l~l us know • 

1111~111.it1onol Sl111Ch011S ,egula!I011S when h:mdhng 
As ou know • talkbonk lms be1111 uct1ng 111 11110 w th the s U to now lhoro hus benn cllisa 

y t moro' llodo r•Jluled tin111:mclio11s w11h lrc1111,111 conir,111111 P.lves II ou ontort 1111 ony concern 
:i::,~11011 Willl your olvoo e11d lho m1thor1l1t1s ,cpru:;ont'i"g rll~~\1all co ,l to fac1ht lfl such trnnt:,11:(lons 
on (lildo of proc1ou lllf)lill 'rot1,11dlo r. ol Ill<) p irlto•I 111\IOl~t~d ::,,1ior11,os th 11 l.itlhl IIOA tho tmd of 

of tho dot w rocuivo 'w1111t II no11111,.1t11111111•11~~~~ •~,'.on ,s l•,o oid>Ju• 110 s inct101lS-Olhor\\t o wo 
f)ll c;lous motill w1l11 Ir m lJ twou11 priv,1h ly nw11cd ~nh1l1t to h n 11• th01r tr n .. tl IIOll \ 
will not b ln o r,o lhon ,.-., tu lily to ow r.11• lomors 1)111 < ..., ~ 
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905323170366@s.whatsapp.net, correspondence made through the number registered in the name of Suleyman Aslan;
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�
Aykut ÜREL / K demli Yönetmen 
T.Halk Bankas  A. . / Güne li Kurumsal ube
____________________________________________________
Evren Mahallesi, Bahar Caddesi, Polat  Merkezi B Blok Kat:3 Güne li, stanbul, Türkiye
Tel: +90 212 4785707 / Fax: + 90 0212 5155965 / Mail: aykut.urel@halkbank.com.tr/ Web : www.halkbank.com.tr

*** Bu mail zararli icerige karsi, HALKBANK Antivirus ve e-posta Tarama Sistemleri tarafindan taranmistir. ***
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En son gelen kapamalardan sonraki listenin son halidir.
Kolay gelsin.

Aykut ÜREL / K demli Yönetmen 
T.Halk Bankas  A. . / Güne li Kurumsal ube
____________________________________________________
Evren Mahallesi, Bahar Caddesi, Polat  Merkezi B Blok Kat:3 Güne li, stanbul, Türkiye
Tel: +90 212 4785707 / Fax: + 90 0212 5155965 / Mail: aykut.urel@halkbank.com.tr/ Web : www.halkbank.com.tr

*** Bu mail zararli icerige karsi, HALKBANK Antivirus ve e-posta Tarama Sistemleri tarafindan taranmistir. ***

SA-49

GOVERNMENT 
EXHIBIT 

2523 
15 Cr. 867 (RM 8) 

Case 18-1589, Document 73, 12/06/2018, 2450125, Page52 of 102



Pa
ge

 1
 o

f 2
7

SA-50Case 18-1589, Document 73, 12/06/2018, 2450125, Page53 of 102



Pa
ge

 2
 o

f 2
7

SA-51Case 18-1589, Document 73, 12/06/2018, 2450125, Page54 of 102



[Pages Omitted]

SA-52Case 18-1589, Document 73, 12/06/2018, 2450125, Page55 of 102



Pa
ge

 1
9 

of
 2

7

SA-53Case 18-1589, Document 73, 12/06/2018, 2450125, Page56 of 102



Pa
ge

 2
0 

of
 2

7

SA-54Case 18-1589, Document 73, 12/06/2018, 2450125, Page57 of 102



Pa
ge

 2
1 

of
 2

7

SA-55Case 18-1589, Document 73, 12/06/2018, 2450125, Page58 of 102



Pa
ge

 2
2 

of
 2

7

SA-56Case 18-1589, Document 73, 12/06/2018, 2450125, Page59 of 102



Pa
ge

 2
3 

of
 2

7

SA-57Case 18-1589, Document 73, 12/06/2018, 2450125, Page60 of 102



Pa
ge

 2
4 

of
 2

7

SA-58Case 18-1589, Document 73, 12/06/2018, 2450125, Page61 of 102



[Pages Omitted]

SA-59Case 18-1589, Document 73, 12/06/2018, 2450125, Page62 of 102



Pa
ge

 1
 o

f 1
15

SA-60Case 18-1589, Document 73, 12/06/2018, 2450125, Page63 of 102



Pa
ge

 2
 o

f 1
15

SA-61Case 18-1589, Document 73, 12/06/2018, 2450125, Page64 of 102



[Pages Omitted]

SA-62Case 18-1589, Document 73, 12/06/2018, 2450125, Page65 of 102



Pa
ge

 2
9 

of
 1

15

SA-63Case 18-1589, Document 73, 12/06/2018, 2450125, Page66 of 102



Pa
ge

 3
0 

of
 1

15

SA-64Case 18-1589, Document 73, 12/06/2018, 2450125, Page67 of 102



Pa
ge

 3
1 

of
 1

15

SA-65Case 18-1589, Document 73, 12/06/2018, 2450125, Page68 of 102



Pa
ge

 3
2 

of
 1

15

SA-66Case 18-1589, Document 73, 12/06/2018, 2450125, Page69 of 102



Pa
ge

 3
3 

of
 1

15

SA-67Case 18-1589, Document 73, 12/06/2018, 2450125, Page70 of 102



Pa
ge

 3
4 

of
 1

15

SA-68Case 18-1589, Document 73, 12/06/2018, 2450125, Page71 of 102



[Pages Omitted]

SA-69Case 18-1589, Document 73, 12/06/2018, 2450125, Page72 of 102



Pa
ge

 8
5 

of
 1

15

SA-70Case 18-1589, Document 73, 12/06/2018, 2450125, Page73 of 102



Pa
ge

 8
6 

of
 1

15

SA-71Case 18-1589, Document 73, 12/06/2018, 2450125, Page74 of 102



Pa
ge

 8
7 

of
 1

15

SA-72Case 18-1589, Document 73, 12/06/2018, 2450125, Page75 of 102



Pa
ge

 8
8 

of
 1

15

SA-73Case 18-1589, Document 73, 12/06/2018, 2450125, Page76 of 102



[Pages Omitted]

SA-74Case 18-1589, Document 73, 12/06/2018, 2450125, Page77 of 102



Pa
ge

 1
05

 o
f 1

15

SA-75Case 18-1589, Document 73, 12/06/2018, 2450125, Page78 of 102



Pa
ge

 1
06

 o
f 1

15

SA-76Case 18-1589, Document 73, 12/06/2018, 2450125, Page79 of 102



Pa
ge

 1
07

 o
f 1

15

SA-77Case 18-1589, Document 73, 12/06/2018, 2450125, Page80 of 102



Pa
ge

 1
08

 o
f 1

15

SA-78Case 18-1589, Document 73, 12/06/2018, 2450125, Page81 of 102



Pa
ge

 1
09

 o
f 1

15

SA-79Case 18-1589, Document 73, 12/06/2018, 2450125, Page82 of 102



Pa
ge

 1
10

 o
f 1

15

SA-80Case 18-1589, Document 73, 12/06/2018, 2450125, Page83 of 102



Pa
ge

 1
11

 o
f 1

15

SA-81Case 18-1589, Document 73, 12/06/2018, 2450125, Page84 of 102



Pa
ge

 1
12

 o
f 1

15

SA-82Case 18-1589, Document 73, 12/06/2018, 2450125, Page85 of 102



Pa
ge

 1
13

 o
f 1

15

SA-83Case 18-1589, Document 73, 12/06/2018, 2450125, Page86 of 102



[Pages Omitted]

SA-84Case 18-1589, Document 73, 12/06/2018, 2450125, Page87 of 102



SA-85

UNDER SECRETARY 

DEPARTMENT O F T HE T R EA SURY 
WASH ING T O N , D.C. 

December 20, 2012 
Suleyman Aslan 
General Manager 
Turkiye Halk Bankasi A.S. 
2. Cadde No: 63 
Sogiltozil 06 520 Ankara 
Turkey 

Dear General Manager Aslan: 

I hope this letter finds you well. I am writing to you regarding Turkish sales of gold to Iran, an 
issue we have discussed several times over the last few months. Recent press reports quote 
Turkey's Deputy Prime Minister Ali Babacan as stating that Turkey is exporting billions of 
dollars worth of gold to the Government oflran ("GOI") in order to pay for Turkey's imports of 
oil from Iran. In particular, Deputy Prime Minister Babacan is reported to have said, "When 
Turkey buys Iranian oil, we pay for it in Turkish lira ... However, it is not possible for Iran to take 
that money as dollars into its own country due to international sanctions. Therefore, when Iran 
cannot take this money back as currency, they withdraw Turkish lira and buy gold from our 
market."* The U.S. Department of the Treasury is troubled by these reports. We are concerned 
that Turkiye Halk Bankasi A.S. ("Halk Bank") may be facilitating these sales. 

While the Secretary of State, on December 7, renewed the determination under Section 1245(d) 
of the National Defense Authorization Act for Fiscal Year 2012 ("NOAA") that Turkey has 
significantly reduced its volume of crude oil purchases from Iran, we administer a separate 
authority -- Executive Order 13622 -- which provides for sanctions against foreign persons 
determined to be facilitating the GOI purchase or acquisition of precious metals, including gold, 
by the GOI. The NOAA significant reduction exception has no bearing on this portion of E.O. 
13622. Any Turkish sales of gold to the GOI as part of a payment mechanism for the purchase 
oflranian petroleum could expose those involved to U.S. sanctions. 

We would appreciate your clarifying as soon as possible Halk Bank's role in this trade 
mechanism and in any other sales of gold to Iran. I look forward to hearing from you soon. 
Please feel free to contact me if you have any questions. 

Under Secretary 
Office of Terrorism and Financial Intelligence 

*For example, see CNN news article dated November 29, 2012, "Iran importing gold to evade economic sanctions, 
Turkish official says." A copy of this article is attached to this letter and can also be found at: .-------• 
http://www.cnn.com/2012/ 11 /29/world/meast/turkey-iran-gold-for-oil/index.html. GOVERNMENT 

EXHIBIT 
7005 

15 Cr. 867 (RMB) 
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http://www.cnn.com/201 2/11/29/world/meast/turkey-iran-gold-for-oil/index.html 
Iran importing gold to evade economic sanctions, Turkish official says 
By Ivan Watson and Gui Tuysuz . CNN 

updated ff :27 AM EST. Thu November 29. 20/2 CNN.com 

Istanbul (CNN) -- Over the last six months, Iran has evaded U.S. sanctions by importing Turkish gold to pay 
for billions of dollars worth of energy sales to Turkey. 

Turkey's deputy prime minister has described what amounts to a gold-for-oil barter system. 

"Why did, all of the sudden, Turkey's gold exports, especially gold bullion, go up?" Ali Babacan asked while 
speaking before a parliamentary budget commission this month. The official transcript of his statements was 
published by a Turkish government website Wednesday. 

"An important part of that is Iran," he said. "When Turkey buys Iranian oil, we pay for it in Turkish lira .... 
However, it is not possible for Iran to take that money as dollars into its own country due to international 
restrictions, the U.S.A.'s sanctions. Therefore, when Iran cannot take this money back as currency, they 
withdraw Turkish lira and buy gold from our market. They take the gold back to their own country." 

According to Turkish government statistics, Iran has imported billions of dollars worth of gold from Turkey 
since it was ejected from the SWIFT international electronic banking system in March. Babacan's rhetorical 
question and answer resolved suspicions that Turkish economists have had for months, after they noticed an 
enormous spike in Turkey's gold exports to Iran in April. 

"Our gold has always been there, the Iranians never paid any attention to it up until the last year when they 
were kicked out of the SWIFT banking system," said Atilla Yesilada, an economic analyst with Global Source 
Turkey. The Turkish government reported that Iran leapt to first place among Turkey's export markets in April. 
That month, Turkey exported $1.2 billion in gold to Iran, a 438.2%jump from the previous year. 
"Turkey is the big hole, the big gap in the wall of sanctions," Y esilada said. 

He was pointing to the U.S.-led campaign to impose an economic blockade on Iran. Many economists say 
Washington has effectively declared economic war on Iran because of disagreements over its controversial 
nuclear program. The U.S. accuses Iran of secretly trying to develop nuclear weapons, charges that Tehran has 
long denied. 

Since the sanctions have been unilaterally imposed by Washington, Turkey is not breaking any international 
law by trading oil for gold with Iran. But in doing so, the Turks risk incurring the wrath of the U.S. 
government, an important military and political ally. 

"At the end of July, the President issued an order that authorizes Treasury to impose sanctions on anyone who 
helps the Government of Iran acquire U.S. dollars or precious metals, including gold," a U.S. Treasury 
Department spokesman wrote to CNN this week, on condition he not be named. "We can't comment on any 
investigations that may be ongoing." 

Economists say the gold-for-oil trade shows the sanctions are hurting Iran. 

"This is very, very 19th century, taking gold around to manage your international sanctions," said Djavad 
Salehi-Isfahani, a professor of economics at the Virginia Polytechnic Institute. 

"Iran lost its ability to sell oil, get electronic credit and use that to buy other stuff." 

There has been a great deal of speculation about how the gold is physically being transferred from Turkey to 
Iran. Those questions extend also to the United Arab Emirates. In August, Turkish government statistics show 
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that the UAE suddenly replaced Iran as Turkey's chief export market. However, the main Turkish export to the 
UAE was gold -- $1.9 billion worth in August alone. Dubai has traditionally been the world's most important 
economic gateway to Iran. 

In his appearance before the parliamentary commission, Deputy Prime Minister Babacan declined to comment 
on the logistics of the gold shipments. Instead, unconfirmed stories have swirled in the Turkish media of gold 
bullion being hand-carried out of the country in suitcases. 

"We need to be more transparent about what Iran is doing with those gold bars, which apparently are being 
transported by physical couriers using 50-kilo ( 110-pound) bags, which is the limit of how much gold you can 
take out of Turkey," said Yesilada, the Turkish economist. 

"There are really several James Bondian-like aspects to this, which no government would engage in, in an 
official or commercial transaction." 

"The picture looks like a James Bond movie. You have individuals with black suitcases carrying gold," said 
Behzad Yaghmaian, an Iranian-American political economist at Ramapo College. 

"This could not have happened in any form without the knowledge of the Turkish state. This amount could not 
have left the country to go to Iran without the state knowing about it." 

The Turkish government has not responded to a written request from CNN to comment on the gold trade. 

Some concerned observers worry the economic intrigue threatens to draw attention from the growing impact 
the U.S.-led sanctions are having on ordinary Iranians. 

"Sanctions are a form of collective punishment on the Iranian people," said Yaghmaian, the author of "Social 
Change in Iran: An Eyewitness Account of Dissent, Defiance and New Movements for Rights." 

"Iranians who oppose the Islamic Republic ( of Iran), who have been under pressure by the Islamic Republic, 
who have been subjected to different forms of violence by the Islamic Republic, are once again facing a new 
form of violence that is economic violence." 

Iranians have watched their buying power collapse over the last year, as the value of the Iranian rial plunged. 
There have also been reports of shortages of foreign pharmaceuticals and medical supplies, since Iranian 
companies have found it next to impossible to pay foreign suppliers because of restrictions on international 
banking. 
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From: Szubin, Adam
Sent: Friday, March 15, 2013 5:22 PM
To: 'Suleyman.aslan@halkbank.com.tr'; 'MEHMETHAKAN.ATILLA@halkbank.com.tr'
Cc: Hammerle, BarbaraDisabled; Tessler, David; Wood, DennisDisabled; Dondarski, Michael
Subject: U.S. Treasury letter
Attachments: 130314 Letter from OFAC to Halk Bank.pdf

Dear Mr. Aslan and Mr.  Atilla, 

I hope this letter finds you well.  Please find attached a letter confirming our understanding on a number of 
sanctions related issues from recent discussions that Under Secretary Cohen and I conducted with you and 
your colleagues.

I would also like to take this opportunity to highlight a notable recent action taken by our office.  Yesterday, 
OFAC imposed sanctions on a Greek businessman, Dr. Dimitris Cambis, who helped Iran evade international oil 
sanctions through several front companies.  The U.S. Department of the Treasury’s press release related to 
this action can be found at the web link below, as well as the list of companies and vessels that our office 
identified.  If you are aware of any information related to the individuals, companies, or vessels we identified, 
we would be very appreciative if you could let us know.  
http://www.treasury.gov/press-center/press-releases/Pages/jl1879.aspx
http://www.treasury.gov/resource-center/sanctions/OFAC-Enforcement/Pages/20130314.aspx

Please do not hesitate to contact me if you have any questions or need additional information. 

Sincerely,  
Adam J. Szubin 

Adam J. Szubin 
Director 
Office of Foreign Assets Control 

SA-88
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March 14, 2013 

Sulayman Asian 
General Manager 
Turkiye Halk Bankasi A.S. 
2. CaddeNo: 63 
Sogutozu 06 520 Ankara 
Turkey 

Dear General Manager Asian: 

This letter is to follow up on your meeting last week with Under Secretary Cohen and my 
February 12 meeting with Deputy General Manager Atilla. Our discussions covered a range of 
issues and I wanted to use this letter to confirm our understanding of several matters. 

Regarding the provision of U.S. law that narrows, as of February 6, the scope of the significant 
reduction exception set forth in subsection 1245(d)(4)(D) ofthe National Defense Authorization 
Act for Fiscal Year 2012 (the "NDAA") to apply to financial transactions for bilateral trade only, 
we want to confirm that Halk Bank has imposed restrictions on Central Bank of Iran accounts 
and all private non-designated Iranian bank accounts that it hosts. Our understanding is that 
these restrictions include no cash withdrawals or check writing, and no transfers within Turkey 
to another financial institution. These accounts are to be used only for the purposes of bilateral 
Turkish-Iranian trade or to facilitate non-sanctionable third country exports to Iran of agricultural 
commodities, medicine, or certain medical devices.' 

We further understand that Halk Bank will require certificates of origin for bilateral Turkish 
exports to Iran before processing the related payments. 

Mr. Atilla asked whether it would be potentially sanctionable to allow a private non-designated 
Iranian bank to transfer funds from an account it holds in a third country to its account at Halk 
Bank, where the account holder and nature of the transaction do not have a facial link to Iran's 
petroleum trade. I would like to reiterate our concem about such transfers. The Govemment of 
Iran is desperate to evade sanctions and has gone to great lengths to defraud foreign banks. With 
this in mind, and knowing that a significant percentage of Iran's funds overseas are petroleum-
related, allowing the kinds of transfers described by Mr. Atilla would raise significant concerns. 

You also asked Under Secretary Cohen whether i l would be potentially sanctionable to transfer 
oil revenue held in a third country to Halk Bank to pay for humanitarian goods from a supplier 
trom another country. So long as there are no designated Iranian banks or entities involved in 
the transaction, relevant U.S. sanctions laws exempt transactions related to the exports to Iran of 

' The ND.AA generally exempts from sanctions the sale to Iran of agricultural commodities, food, medicine, and 
medical devices. 
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DEPARTM ENT OF E TREASURY 

Suleyman Asian 
General Manager 
Turkiye Halk Bankasi A.S. 
2. Cadde No: 63 
Sogutozu 06 520 Ankara 
Turkey 

Dear General Manager Asian: 

WASHINGTON , D.C . 20~:20 

MAR 1 4 20-;3 

March 14, 2013 

This letter is to follow up on your meeting last week with Under Secretary Cohen and my 
February 12 meeting with Deputy General Manager Atilla. Our discussions covered a range of 
issues and I wanted to use this letter to confirm our understanding of several matters. 

Regarding the provision of U.S. law that narrows, as of February 6, the scope of the significant 
reduction exception set forth in subsection 1245(d)(4)(D) of the National Defense Authorization 
Act for Fiscal Year 2012 (the "NDAA") to apply to financial transactions for bilateral trade only, 
we want to confim1 that Halk Bank has imposed restrictions on Central Bank of Iran accounts 
and all private non-designated Iranian bank accounts that it hosts. Our understanding is that 
these restrictions include no cash withdrawals or check writing, and no transfers within Turkey 
to another financial institution. These accounts are to be used only for the purposes of bilateral 
Turkish-Iranian trade or to facilitate non-sanctionable third country exports to Iran of agricultural 
commodities, medicine, or certain medical devices.1 

We further understand that Halk Bank will require certificates of origin for bilateral Turkish 
exports to Iran before processing the related payments. 

Mr. Atilla asked whether it would be potentially sanctionable to allow a private non-designated 
Iranian bank to transfer funds from an account it holds in a third country to its account at Halk 
Bank, where the account holder and nature of the transaction do not have a facial link to Iran's 
petroleum trade. I would like to reiterate our concern about such transfers. The Government of 
Iran is desperate to evade sanctions and has gone to great lengths to defraud foreign banks. With 
this in mind, and knowing that a significant percentage oflran's funds overseas are petroleUll1-
related, allowing the kinds of transfers described by Mr. Atilla would raise significant concerns. 

You also asked Under Secretary Cohen whether it would be potentially sanctionable to transfer 
oil revenue held in a third country to Halk Bank to pay for humanitarian goods from a supplier 
from another country. So long as there are no designated Iranian banks or entities involved in 
the transaction, relevant U.S. sanctions laws exempt transactions related to the exports to Iran of 

1 The NOAA generally exempts from sanctions the sale to Iran of agricultural commodities, food, medicine, and 
medical devices. 
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agricultural commodities, medicine, or medical devices. That said, we would urge you to work 
only with reputable and internationally-known companies in this sector, to mitigate the well-
documented risk of Iranian fraud. 

Thank you again for the recent constmctive discussions. We would appreciate if you could 
confirm our understanding of the above. We look forward to hearing fi-om you soon. Please feel 
free to contact me if you have any questions. 

Sincerely, 

Director 
Office ofForeign Assets Control 

SA-90

agricultural commodities, medicine, or medical devices. That said, we would urge you to work 
only with reputable and internationally-known companies in this sector, to mitigate the well­
documented risk of Iranian fraud. 

Thank you again for the recent constructive discussions. We would appreciate if you could 
confirm our understanding of the above. We look forward to hearing from you soon. Please feel 
free to contact me if you have any questions. 

Sincerely, 

Office of Foreign Assets Control 

Case 18-1589, Document 73, 12/06/2018, 2450125, Page93 of 102



SA-91

Partial declassification/ 
decontrol - 14 NOV 2017 

From: 
TOI 

Subject: 
Date: 
Attachments: • , • i, • • I I ' f '"' 

Classification: 

Please see the attached readout of yesterday's call between Adam Szubin and Mehmet At ilia of Halk Bank regarding 
Hal k's cessation ofthird-counuy humanitarian trade, as well as updates on Iran's purchase of gold from Turkey and 
the sanctionability of purchases of securities using special purpose account funds. 

Two other attachments, an email from Atilla to Under Secretary Cohen and an Embassy Ankara cable, are also 
included for your reference. 

-Josh 

DERIVED BY 
BERI¥ED·FR ep ellSUl}'-ClassiReatien Guide,dated-March 02,201-i-

-DEeL~N. 30 Oct 2038 

Classification 
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(U} Read-Out of 10/29/2013 Call with Mehmet Atllla of Halk Bank 

Partial declassification/ 
decontrol - 14 NOV 2017 

- {l:IHFel:JerOFAC Director Adam Szubin spoke on October 29, 2013, with Mehmet Hakan Atilla, 
the Deputy General Manager of Halk Bank, about Turkish gold sales to Iran, the purchase of 
Turkish securities by Iran, and Halk's ongoing facilitation of sales of humanitarian goods to Iran. 
[Please see attached Incoming email from Atilia and Embassy Ankara cable.] 

(U) Gold Safes: 

-(YIIFGOO}Szubin told Atilla that Turkish customs data showed a significant decline in Turkish 
gold sales to Iran, but there did seem lo be some continued export of gold in July and August of 
this year. Atilla confinned that Halk ceased the facilitation of gold sales to Iran prior to July 1, 
2013. ln light of IFCA, Szubin asked Atilla to help explaln who may be involved in facilitating that 
trade. Atilla said that Halk was not involved at all, and he speculated that any continued sale of 
gold to Iran probably did not go through financial institutions, but was instead cash-based and 
used jewelry merchants. 

(U) Securities: 

--{l:IHFel:Je}Szubin also confirmed two communications that OFAC sent to Halk (July 16 and 
August 27, 2013) explaining that the purchase of Turkish securities does not fall under the 
bilateral trade restriction under TRA Sec 504. Alilla confirmed that understanding. 

Humanitarian Trade: 

--{l:JflFetJe) Atllla informed Szubln that on October 14, 2013, Halk notified third-country exporters 
of food and medicine to Iran that the bank would cease the facilitation of such transactions. Halk 
already Implemented this change for food exports and will stop financing third-country medicine 
exports at the end of 2013. Non-Turkish companies with a physical presence in Turkey (an 
affiliate or subsidiary) and an account al Halk would continue to be able to use Halk for such 
sales, even if the goods did not physically transit Turkey. 

--Halk took this decision after the Turkish Ministry of Economy expressed concerns at the 
~e in Iranian funds held at Halk, which the Turkish government believes should be 

prioritized for Turkish exports. Atilla explained the dwindling CBI reserves as a result of several 
factors. 

has reduced purchases of Iranian oil, while Halk's prominence as a center of 
third-country humanitarian trade with Iran has grown over time, thus draining funds from the CBI 
account al Halk1• · 

-ttilla told Szubin that Halk assesses that current annualized trade levels between Turkey 
and Iran are $7 billion in imports from Iran (down from $9 billion last year) and $3~ 
to Iran down from $9 billion , leavin a $4 billion annual balance in Iran's favor.2 

----

1 (U) In February of 2013, Halk also stopped the facilitation of- and possibly other countries' purchases 
• • • • • •• • • • • ~ • • I • 
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~tilla estimated that Iran's imports of food (probably Including agricultural 
commodities) and medicine (probably Including medical devices) total $10 billion and $5 billion 
annually. While Halk did not state the value of the third-country humanitarian trade it facilitated for 
Iran last year, the Turkish Government's expressed concern that non-Turkish trade would 
overwhelm Turkish trade and eat up the surplus In the CBI account. 

-Ha.lk proposed two options to increase liquidity in the CBI account and allow it to 
continue to facilitate third-count humanitarian e orts to Iran. The first would be to transfer 
locked-up oil sale surpluses in ■■■I to a special purpose account 
at Halk, which would only be use or humanitarian trade. The second would be to allow Halk to 
facilitate a portion of third-country purchases of Iranian oil, which would allow a larger surplus to 
accumulate. Szubin told Alilla that he would lake back both proposals to review and would reach 
out to Halk in the near future to continue the discussion. 
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