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Preliminary Statement

Mehmet Hakan Atilla appeals from a judgment of
conviction entered on May 16, 2018, in the United
States District Court for the Southern District of New
York, following a six-week jury trial before the Honor-
able Richard M. Berman, United States District
Judge, and a jury.

Superseding Indictment S4 15 Cr. 867 (RMB) (the
“Indictment”) was filed on September 9, 2017, in six
counts. Count One charged Atilla with conspiring to
obstruct the lawful functions of the U.S. Department
of the Treasury, in violation of 18 U.S.C. § 371. Count
Two charged Atilla with conspiring to violate the In-
ternational Emergency Economic Powers Act
(“IEEPA”), in violation of 50 U.S.C. § 1705. Count
Three charged Atilla with bank fraud, in violation of
18 U.S.C. § 1344. Count Four charged Atilla with con-
spiring to commit bank fraud, in violation of 18 U.S.C.
§ 1349. Count Five charged Atilla with money launder-
ing, in violation of 18 U.S.C. § 1956(a)(2)(A). Count Six
charged Atilla with conspiring to commit money laun-
dering, in violation of 18 U.S.C. § 1956(h).

Trial commenced on November 27, 2017, and ended
on January 3, 2018, when Atilla was convicted on
Counts One, Two, Three, Four and Six.

On May 16, 2018, Judge Berman sentenced Atilla
to a term of 32 months’ imprisonment and imposed a
$500 mandatory special assessment.

Atilla is serving his sentence.
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Statement of Facts

The charges against Atilla arose out of his partici-
pation in the largest known scheme to evade Iranian
financial sanctions—a scheme to launder billions of
dollars’ worth of Iranian oil proceeds out of the Turk-
ish bank where Atilla worked. As the Deputy General
Manager for International Banking, Atilla was respon-
sible for, among other things, the bank’s relationships
with U.S. correspondent banks, Iranian banks, and
the Central Bank of Iran (“CBI”), and for the bank’s
international corporate finance efforts. The scheme
fueled a dark pool of Iranian government-controlled
funds that could be clandestinely sent anywhere in the
world—including enormous sums of money laundered
through the U.S. financial system.

Atilla’s bank, Tirkiye Halk Bankasi, A.S. (“Halk-
bank”), held accounts for the CBI and Iran’s govern-
ment-owned petroleum company, the National Iranian
01l Company (“NIOC”), and as a result was the princi-
pal financial channel for trade between Turkey and
Iran. Atilla worked with others at Halkbank to help its
customers design gold shipments and fictitious food
sales using NIOC’s oil funds in order to disguise bil-
lions of dollars’ worth of illicit finance for the Govern-
ment of Iran as permissible private trade and human-
1tarian assistance. Because the U.S. Department of the
Treasury (“Treasury”) could impose sanctions on Halk-
bank for this scheme, dealing the bank a mortal blow
by cutting it off from the U.S. financial system, Atilla
repeatedly lied to senior Treasury officials to protect
the scheme and his bank.
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Over several weeks of trial, the Government pre-
sented overwhelming evidence of Atilla’s guilt, includ-
ing:

(1) testimony from a cooperating witness,
Reza Zarrab, who was one of Atilla’s co-
conspirators;

(2) emails from accounts used by Zarrab
and his employees and business associ-
ates;

(3) correspondent account transfer rec-
ords from U.S. financial institutions con-
cerning Zarrab’s companies and affiliated
entities;

(4) electronic records recovered from Zar-
rab’ s phone;

(5) evidence from a Turkish criminal in-
vestigation of Atilla, Zarrab, other Halk-
bank officers, and Turkish government
officials for corruption and money laun-
dering offenses, including (1) wiretaps
and transcripts of wiretaps of calls in-
volving Zarrab, Atilla, and others; (i1)
electronic records recovered from Zar-
rab’s phones; (ii1) records from computers
and electronic devices seized during
searches of Zarrab’s and his associates’
offices and a Halkbank office; and (iv)
photographs of documents seized during
the office searches; and
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(6) documents and witness testimony
from Treasury regarding its communica-
tions with Atilla and others at Halkbank.

A. The Government’s Case

1. Zarrab’s Corrupt Relationship with
Halkbank

In 2012, Zarrab, a famous Turkish-Iranian busi-
nessman living in Istanbul with high-level experience
helping the CBI and other Iranian banks to evade
sanctions (Tr. 279-95), approached Halkbank about
using Iranian oil revenues held at Halkbank for gold
transactions. (Tr. 296).2 Zarrab knew that Halkbank
held huge amounts of Iranian oil funds and wanted to
supply his illicit finance services to the Government of
Iran to free these funds from sanctions restrictions.
Through his prior illicit finance experience, Zarrab al-
ready had relationships with both the CBI and NIOC
(Tr. 279-80, 216-17).

Zarrab first approached Halkbank’s then-general
manager (the bank’s top executive officer), Suleyman
Aslan, 1in about March 2012. (Tr. 299). At that time,
Halkbank was working with a business associate of
Zarrab’s to facilitate the use of Iranian oil proceeds to
buy and export gold, and Zarrab proposed to engage in

2 “Tr.” refers to the trial transcript; “Br.” refers to
Atilla’s brief on appeal; “A.” refers to the appendix filed
with that brief; “SA” refers to the supplemental appen-
dix filed with the Government’s brief; and “Dkt.” refers
to an entry on the District Court’s docket for this case.
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the same business. (Tr. 297-301). Aslan rejected Zar-
rab’s proposal due to concern that attention would be
drawn to the scheme and to Halkbank because of Zar-
rab’s notoriety. (Tr. 299). Zarrab turned to then-Min-
ister of the Economy for Turkey, Zafer Mehmet
Caglayan, to overcome Aslan’s resistance. Zarrab ex-
plained his proposed business: Zarrab’s companies
would use Iranian oil funds to buy gold in Turkey and
export it to Dubai, where it could be re-sold and the
proceeds used to make international payments for the
Government of Iran. Caglayan agreed to exercise his
influence on Zarrab’s behalf in exchange for 50% of
Zarrab’s profits. (Tr. 299-302). At Zarrab’s next meet-
ing with Aslan, Caglayan’s influence prevailed and
Halkbank agreed to work with Zarrab. (Tr. 309-10).

A few months later, Aslan also asked to be compen-
sated for the risks he and Halkbank were taking by
participating in the scheme. As discussed more fully
below, Treasury officials—in particular at that time,
then-Under Secretary of Terrorism and Financial In-
telligence, David S. Cohen, and then-Director of
OFAC, Adam Szubin—had been meeting with Aslan
and Atilla throughout 2012 to educate them about es-
calating U.S. sanctions against Iran and Iranian ef-
forts to evade those sanctions, to encourage Halk-
bank’s compliance, and to gather information about
Halkbank’s activities and compliance efforts.
(Tr. 1079-90, 1100-23). Shortly after one meeting in
September 2012 that involved “a relatively lengthy
conversation about the fact that Iran clearly continued
to want to acquire gold,” and Atilla’s assurances to
Treasury that “they understood that and would do eve-
rything they could to prevent it” (Tr. 1121-22), Aslan
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asked to meet with Zarrab. Aslan complained that,
while Caglayan was the one giving instructions, Aslan
was the one taking the risks in his dealings with U.S.
government officials. (Tr. 408-09). Zarrab secured
Caglayan’s consent to bribe Aslan, and then started
sending cash deliveries to Aslan’s residence. (Tr. 409-
14).

2. The Gold Method

The first method that Atilla, Aslan, Zarrab, and
others at Halkbank used to free NIOC’s o1l revenues
from Halkbank was through gold exports.

The proceeds of Iran’s sales of oil and natural gas
to Turkey were first transferred between bank ac-
counts within Halkbank, moving from the CBI’s or
NIOC’s accounts to intermediary accounts held by one
of several Iranian banks involved in the scheme, and
then to Zarrab’s companies’ accounts. Zarrab used this
money to buy gold, either paying for the gold directly
from his companies’ Halkbank accounts or first trans-
ferring the funds to accounts that his companies held
at other banks in Turkey, and then paying for the gold
out of those accounts. (Tr. 324-31; A. 955).

The ostensible purpose of these gold transactions
was to export the gold from Turkey to private jewelers
in Iran via Dubai. (Tr. 332; SA 13). At the time, these
gold shipments would be permissible under U.S. law if
the gold was not directly or indirectly for the Govern-
ment of Iran and the transactions did not involve wires
through the United States. (Tr. 125-26). But the pur-
pose of the exports was, in fact, to benefit NIOC, an
arm of the Government of Iran (Tr. 102, 168-69), by
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freeing Iran and its oil revenues from the restrictive
effects of U.S. sanctions. (Compare Tr. 319-23; SA 94,
with Tr. 323-35; A. 955).

The gold’s purported transit to Iran was reflected
in customs documents and invoices, but the gold never
reached Iran. (Tr. 332). Instead, it was sold in Dubai
for U.A.E. dirhams. (Tr. 332-33). The destination of
the gold exports reflected in documents was chosen
based on instructions from Atilla and Aslan (Tr. 356-
57): the documents initially reflected that the destina-
tion was Iran, but in response to changes in the U.S.
sanctions laws (Tr. 125), Atilla and Aslan instructed
Zarrab in August 2012 to change the destination on
the paperwork to Dubai. (Tr. 689-90; see also, e.g.,
SA 50-84). In February 2013, after another change in
the U.S. sanctions laws (Tr. 127-29), Atilla directed
Zarrab to change to paperwork to “Iran via Dubai” in
order to appear to comply with the revised sanctions
requirements. (Tr. 359-63, 691-93; SA 2-3, 50-84).

After the gold was sold in Dubai, proceeds were ex-
changed to other currencies as necessary so they could
be sent anywhere in the world based on instructions
conveyed by the intermediary Iranian banks. (Tr. 333).
This included payments in U.S. dollars. (Tr. 404-05,
566-67, 715-20). Thus, NIOC and Iranian banks that
were cut off from access to the U.S. financial system
because of U.S. sanctions had a clandestine pool of cur-
rency that could be used freely, including by directing
transactions through U.S. banks that otherwise would
have been blocked. (Tr. 104). At the same time, Halk-
bank attempted to insulate itself from being sanc-
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tioned by pretending that it was not facilitating finan-
cial transactions with Iranian oil proceeds at the be-
hest of Iranian government-controlled entities, and
that the gold shipments were merely for private com-
panies and jewelers in Iran. (Tr. 332, 1133-34, 1214-
16, 1446; see also SA 13).

The system was so effective that NIOC and the CBI
made persistent efforts to transfer oil reserves held in
other countries to Halkbank so that these funds could
also be fed into the system. For example, in October
2012, Atilla, along with Aslan and others at Halkbank,
met with officials from NIOC and NIOC’s foreign sub-
sidiary, the Naftiran Intertrade Company (“NICO”);
with Zarrab; and with an official from the Iranian
bank Sarmayeh to discuss several topics, including
NIOC’s interest in moving its oil proceeds held in India
to Halkbank. (Tr. 395-96).

NIOC and the CBI also attempted to save on the
expense of Zarrab’s commissions by asking Halkbank
to conduct their international payments directly. At
the same October 2012 meeting described above (in-
volving Atilla, Aslan, NIOC officials, NICO officials,
Zarrab and Bank Sarmayeh), Atilla and Aslan rejected
this proposal, telling NIOC and NICO that there was
no need for Halkbank to conduct Iran’s international
payments because Zarrab already was doing them.
(Tr. 395-97). Iran repeated this request at another
meeting a few days later with officials from Iran’s Oil
Ministry and the CBI, and Aslan denied it again for
the same reason. (Tr. 425-29).
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10

3. The Fake Food Method

The escalating sanctions that led Atilla to instruct
Zarrab in February 2013 to change the documented
destination of gold shipments from Dubai to Iran
through Dubai, also caused Aslan to instruct Zarrab to
turn to another method altogether to evade sanctions:
using Iran’s oil funds for purported “humanitarian
trade” using fake documents. (Tr. 492-501). As both
Atilla and Aslan knew from their meetings with Treas-
ury officials, this would be nominally exempt from
most of the Iran sanctions. (Tr. 1089-90, 1115-16).
Halkbank already facilitated real food sales to Iran for
other companies, including international agribusi-
nesses like Cargill and Bunge. (Tr. 655). Zarrab, on the
other hand, apart from some tea trade as a teenager,
had never been involved in international food trade.
(Tr. 271, 494).

Over the next few months, Zarrab established the
companies and assembled the documents needed for
the fake business, including forged customs records.
(Tr. 505-08, 577-85). Preparing for a test transaction
in April 2013, Zarrab spoke with Atilla and other sen-
ior Halkbank officials. (Tr. 503-08). At that point,
though Atilla was a co-conspirator in the gold scheme,
he was not yet aware that the purported humanitarian
trade would be entirely fictional; Atilla noted signifi-
cant differences between Zarrab’s proposal and how
Halkbank’s other humanitarian trade transactions
worked, and doubted the plausibility of the scheme,
stating that he thought it “a bit of a strange structure.”
(Tr. 505-08; A. 863-69).
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Atilla raised his reservations about the implausi-
bility of Zarrab’s food scheme within Halkbank
(Tr. 511-12), but Aslan quickly instructed him to con-
tinue with the transactions. (Tr. 512). In a series of
email exchanges, Atilla altered the bank’s typical doc-
ument requirements to match what Zarrab was able to
supply or forge. (SA 95-99; see also SA 9-10). Zarrab,
for example, was excused from providing bills of lading
—which, as Atilla pointed out when Zarrab first sug-
gested he could supply them, were traceable by the
shipping company (Tr. 570-71) and therefore forgeries
could be detected.? Atilla, Aslan, and Zarrab met to-
gether to go over the scheme and to adjust its mechan-
ics to protect the scheme and Halkbank from detection.
(Tr. 558-73).

As ultimately constructed, the food system worked
similarly to the gold system, modified to match the
purported nature of the sham transactions. Even the
purported buyers were largely overlapping—Iranian
banks that claimed to import gold to Iran now claimed
to buy food. (Tr. 561, 765-76). As in the gold system,
NIOC or the CBI first transferred funds from their ac-
counts at Halkbank to an intermediary Iranian bank’s
account at Halkbank. (Tr. 560-61). As in the gold sys-
tem, the intermediary Iranian bank would then trans-

3 To explain the absence of bills of lading, Zarrab
pretended that small wooden boats, too small to pro-
vide bills of lading, would move hundreds of tons of
food and agricultural products across the Persian Gulf
from Dubai to Iran. (Tr. 579-80).
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fer the funds to the account of one of Zarrab’s compa-
nies, also at Halkbank, such as a company called “Vol-
gam,” which purported to be a food broker. (Tr. 562).
Volgam transferred the money to yet another one of
Zarrab’s company’s accounts at Halkbank, such as a
company called “Centrica” or “Atlantis Capital Gen-
eral Trading.” (Tr. 562-64). Centrica and Atlantis pur-
ported to be food sellers based in Dubai; at Atilla’s sug-
gestion, Zarrab first transferred the funds from Vol-
gam to Centrica or Atlantis within Halkbank to atten-
uate the funds’ connection with Iran before the funds
left Halkbank and so that Centrica or Atlantis’ intra-
company transfers of the funds from their accounts at
Halkbank to their accounts in Dubai would attract less
bank scrutiny. (Tr. 565-66, 569-70). Once the oil pro-
ceeds were in the Dubai bank accounts of Centrica or
Atlantis, the intermediary Iranian banks would con-
vey instructions to execute international transfers
with the money, including U.S. dollar transfers that
went through U.S. correspondent accounts. (Tr. 566-
67).

When Atilla, Aslan, and Zarrab implemented the
food method in earnest in July 2013, Atilla quickly dis-
covered flaws in the scheme’s execution. In a series of
intercepted calls, Atilla coached Zarrab on correcting
patent errors in the fake documentation that put the
scheme, and Halkbank, at risk. In a July 2, 2013 call,
Atilla cautioned Zarrab about the size of the transac-
tions: the paperwork, in order to make the food volume
match the amount of money being moved, implausibly
purported that 150 thousand tons of wheat was being
shipped using 5- and 10-thousand ton ships. (Tr. 1643-
44). Atilla also cautioned Zarrab to list a plausible
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origin of the food, reminding him that “wheat doesn’t
grow 1n Dubai.” (Tr. 658-59, 1643-44).

A few days later, Atilla again corrected Zarrab, this
time about the sizes of the ships on the documents and
the way the shipments were being divided up. (Tr. 661-
62, 664-68). First, Atilla reminded Zarrab not to claim
to use ships large enough to supply bills of lading, be-
cause “the Bill of Lading may be somewhat doable, you
know, with the large vessels.” (A. 859; see also Tr. 664-
66). Second, Atilla told Zarrab to make sure the listed
food quantities weren’t larger than the capacities of
the ships he claimed to use: “vessels with capacities
between thirteen thousand and fourteen thousand
tons; when their loads are twenty thousand, then that
.. . becomes different and odd. ... You get that—that
reviewed, you know, there are those large loads on
small tonnage ones.” (A. 859; see also Tr. 667; SA 34).
When Zarrab conveyed the conversation to his office
manager, he summarized Atilla’s warnings succinctly:
“don’t stick it in our eyes,” and beware of sinking the
ships. (Tr. 1654).

4. Atilla’s Lies to Treasury to Protect the
Scheme and His Bank

In addition to lending his expertise to the design of
the scheme, Atilla also lied to senior Treasury officials
to protect the scheme and to avoid his bank being sanc-
tioned. In a series of meetings, phone calls, and emails
over the course of more than two years, Atilla and his
co-conspirators at the bank concealed the true nature
of the scheme to channel NIOC’s oil proceeds through
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gold and fictitious food trade with Zarrab and his net-
work of companies.

Atilla and Aslan met with Under Secretary Cohen
and OFAC Director Szubin in Washington, D.C., in
March 2012, around the same time that Halkbank
started working with Zarrab to execute the gold
method to channel NIOC’s oil proceeds. Treasury em-
phasized recent U.S. sanctions imposing requirements
on foreign banks conducting transactions involving the
CBI and Iranian oil revenues.4 Atilla and Aslan repre-

4 Section 1245 of the National Defense Authori-
zation Act of 2012 (“2012 NDAA”), Pub. L. No. 112-81,
125 Stat. 1298, 1647 (Dec. 31, 2011) (codified at 22
U.S.C. § 8513a), required the imposition of sanctions
against foreign financial institutions conducting sig-
nificant transactions with the CBI or other designated
Iranian banks, unless (a) the country where the for-
eign financial institution was located significantly re-
duced its purchases of Iranian oil every 180 days, or
(b) the transactions were for humanitarian trade. 2012
NDAA § 1245(d)(1)(A), (d)(2), (d)(4)(D). With respect to
foreign central banks and banks owned or controlled
by foreign governments, the sanctions applied only to
the purchase or sale of petroleum products to or from
Iran. § 1245(d)(3). The sanctions that were to be im-
posed against foreign financial institutions included
prohibiting or restricting U.S. correspondent accounts.
§ 1245(a)(1)(A). In February 2012, OFAC implemented
the 2012 NDAA provisions in the Iranian Financial
Sanctions Regulations, 31 C.F.R. Part 561 (the
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sented that Halkbank was “not allowing Iran to ac-
quire gold or bank notes from Halkbank, using the pro-
ceeds that Halkbank was holding for Iran from the
sale of oil.” (Tr. 1117). Treasury discussed Iranian
sanctions evasion efforts and techniques, and Atilla
and Aslan assured that they “understood that, that
Iran would look to use deceptive practices to evade
sanctions” and that “they had mechanisms in place at
the bank to ensure that they would detect and prevent
Iranian efforts to evade the sanctions.” (Tr. 1117-18;
1418-20).

Under Secretary Cohen and other Treasury offi-
cials met again with Atilla in Turkey on September 4,
2012. Following the March 2012 meeting in Washing-
ton, a July 30, 2012 executive order had (1) imple-
mented and expanded the provisions of the 2012
NDAA pursuant to the IEEPA and (2) authorized the
imposition of sanctions, including prohibiting opening
or maintaining a U.S. correspondent account, against
foreign banks that facilitated the sale or supply of gold
directly or indirectly to the Government of Iran. See
Exec. Order 13622, §§ 1, 5; 77 Fed. Reg. 45,896 (Jul.
30, 2012). In addition, an August 2012 law amended

“IFSR”). See 77 Fed. Reg. 11,724 (Feb. 27, 2012). As
discussed further below, in July 2012 these provisions
would be expanded and further implemented pursuant
to the IEEPA. See Exec. Order 13622, §§ 1, 9; 77 Fed.
Reg. 45,896 (Jul. 30, 2012).
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the 2012 NDAA to narrow the scope of permissible for-
eign trade involving Iranian oil proceeds.? Despite the
fact that Atilla and other senior officers at Halkbank
were knowing participants in the gold method of evad-
ing sanctions with Zarrab and NIOC, Atilla repre-
sented to Treasury officials that the bank strongly in-
tended to avoid violating U.S. sanctions and expressed
a willingness to suspend business with any entity that
Treasury identified as engaging in concerning activi-
ties. Atilla represented that the bank insisted on ex-
tremely careful due diligence, demanding documents

5 See Iran Threat Reduction and Syria Human
Rights Act of 2012 (“TRA”), § 504, Pub. L. No. 112-158,
126 Stat. 1214, 1261 (Aug. 10, 2012) (codified at 22
U.S.C. § 8513a). Under the TRA, a foreign bank facili-
tating the purchase or sale of oil products to or from
Iran would be sanctioned unless it (1) credited Iran’s
proceeds to an account held in the foreign country, and
(2) allowed those funds to be used only for (a) bilateral
trade, that is, trade in goods or services between that
foreign country and Iran, or (b) humanitarian trade.
See 22 U.S.C. § 8513a(d)(2), (d)(4)(D). This require-
ment became effective 180 days after the statute’s en-
actment, in February 2013. OFAC implemented the
TRA through the IFSR in November 2012, see 77 Fed.
Reg. 66,918 (Nov. 8, 2012), and in June 2013 the pro-
visions of the TRA were implemented and expanded
pursuant to the President’s authority under the
IEEPA. Exec. Order 13645, §§ 3, 9; 78 Fed. Reg. 33,945
(June 3, 2013).
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to understand every part of a transaction and the re-
lationship between commercial entities in order to
minimize the risk they would be unwittingly involved
in financing sanctioned activities. Under Secretary Co-
hen cautioned Atilla that some non-government Ira-
nian banks might be abusing their access to Halkbank
in order to facilitate proliferation-related transactions,
and that Turkish trading firms might have used ac-
counts in Turkish banks to help designated Iranian en-
tities transfer money abroad. Atilla disclosed that the
CBI had approached the bank approximately a year
earlier to facilitate gold acquisition, but he mentioned
nothing about the ongoing gold scheme with Zarrab
and NIOC. Under Secretary Cohen warned that Iran
would likely not use the CBI directly, or any apparent
Iranian entity, to acquire gold and would seek to
shroud its involvement, and emphasized the need for
Halkbank to distinguish between individuals purchas-
ing gold and entities acting on behalf of the Iranian
government. (Tr. 1118-23; see also A. 892-93).

Thus, at this meeting, Atilla concealed material in-
formation about Halkbank’s role in facilitating the use
of NIOC funds to buy gold for export to Dubai and ac-
tively misled Treasury about the bank’s due diligence
and compliance efforts. Halkbank was involved in pre-
cisely the conduct that Under Secretary Cohen warned
about. Atilla also actively misled Treasury by express-
ing Halkbank’s purported commitment to sanctions
compliance and its willingness to cut off business with
entities specifically identified by Treasury, an ap-
proach apparently calibrated to serve as an excuse for
continuing business with any entities (like Zarrab’s)
unless specifically warned by Treasury. Atilla also
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trumpeted Halkbank’s “extremely careful” due dili-
gence and demand for documents concerning transac-
tions and commercial parties for the purpose of avoid-
ing involvement in sanctioned activities, while the
bank in fact was secretly facilitating the export of gold
to Dubai using Iranian oil funds channeled through in-
termediaries so that the Government of Iran and Ira-
nian entities would have access to the funds. (Id.).

In November 2012, Under Secretary Cohen had a
follow-up telephone call with Atilla’s coconspirator,
Aslan, to reemphasize the gold and bilateral trade
sanctions. Under Secretary Cohen cautioned Aslan
that, because other banks were exiting the Iran busi-
ness, Halkbank was becoming an even more important
conduit for Iran, further increasing the risk of Iranian
sanctions evasion through the bank. Aslan raised the
topic of gold and justified Halkbank’s business on the
ground that Turkey was the world’s second-largest
gold refiner, and that Halkbank had many clients that
sold gold, including to Iran, but represented that these
clients did not sell to the Government of Iran.
(Tr. 1123-29).

Shortly after this call, the press reported state-
ments by the Turkish Deputy Prime Minister that, es-
sentially, described the gold scheme at Halkbank. Un-
der Secretary Cohen sent a letter to Aslan on Decem-
ber 20, 2012, warning that facilitating Iran’s purchase
or acquisition of gold subjected the bank to being sanc-
tioned. (SA 85-87; see also Tr.1129-31). Atilla and
Aslan both responded by claiming, in meetings with
Under Secretary Cohen and with OFAC Director
Szubin, that Halkbank facilitated gold exports only to
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private Iranian citizens, such as jewelers. (Tr. 1133-
34, 1214-16, 1446; see also SA 13). Atilla never dis-
closed that Iranian banks or companies controlled by
Iranian banks were the purported importers of the
gold, which would have raised red flags with Treasury.
(Tr. 1152-53, 1363-64).

Atilla met with Treasury officials in two meetings
in Turkey in February 2013: first with OFAC Director
Szubin and his team on February 13, 2013, and second
with Under Secretary Cohen and his team on Febru-
ary 28, 2013. The meetings addressed two significant
developments in the escalating sanctions against the
Government of Iran: first, the “bilateral trade” re-
quirements for the use of Iranian oil proceeds, imposed
as part of the TRA (see supra at 14 n.4), took effect on
February 6, 2013; second, the restrictions on the sup-
ply of gold to Iran were tightened in an attempt to pre-
vent the Government of Iran from using cutouts to con-
ceal its involvement in gold